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CERTILAB



Confip

FreeB5D-amd64 (CERTILAB.galaxy-swissZ.lan) (tiyvd)

irtualBox UVirtual Machine - Hetgate Dewvice ID: JaaZc58c17896baebdebd
=% Welcome to pfSense £2.8.0-RELEASE (amd64) on CERTILAD s
SRV (wan) -> em® -> vi: 17Z2.16.0.40-17

Logout ~ Disconnect 3S5H 9) pfTop

fAssign Interfaces 18) Filter Logs

det interface(s) IP address 11) Restart GUI

Reset admin account and password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

essage from syslogd@CERTILAB at Feb 3 21:17:01
php-fpml4271: rsdiag_ping.php: Successful login for user 'admin’ from: 172.16.0.5
I

Interface web

Le tableau de bord de pfSense constitue une interface de supervision centrale qui
offre une vue détaillée et en temps réel de la santé du systéme, regroupant des
indicateurs essentiels tels que la charge du processeur, lI'occupation de la mémoire,
les flux de trafic réseau ainsi que le statut opérationnel des différents services.

O & https://172.16.0.40

bcs ] Kali Forums o Kali NetHunter = Exploit-DB = Google Hacking DB ' OffSec

System Information +#00 Interfaces 00

Name CERTILAB.galaxy-swiss2.lan 1000baseT <full-duplex> 172.16.0.40
- b
Version 2.8.0-RELEASE (amd64) Name RTT RTTsd Loss Status
built on Tue Aug 12 16:59:00 UTC 2025
FreeBSD 15.0-CURRENT @ srvGW !:,' 2.2ms 2.3ms 0.0% Online
172.16.0.1

£ ati ~
Error in version information =~

. Services Status
Uptime 05 Hours 20 Mintes 4 Seconds

Service Description Action
Current date/time Wed Jan 28 10:38:11 UTC 2026
dnsmasq DNS Forwarder [ g ?
DNS server(s)
o dpinger Gateway Monitoring Daemon c®
Last config change Wed Jan 28 9:44:25 UTC 2026
State table size syslogd System Logger Daemon C@®
0% (10/96000) Show states
NTP Status
MBUF Usage
0% (3556/1000000) NTP Server is dis

CPU usage [ |
¢ 5% Installed Packages o0

Memory usage (. . Y

26% of 968 MiB
SWAP usage .

0% of 1024 MiB Packages may be added/managed here: Systen

Disks 00
Mount Used Size Usage
K jvar 248K 416
0% of 41G (zfs)

> 1.06 426G

2% of 426 (zfs)



Interface

Status / Interfaces zE0

SRV Interface (wan, em0)
Sabss p
MAC Address  0B002710:13:d
Pl Address 17216040
Submet mask [Pod 2550551250
Gateway IPvé 1721001
VP Lk Local ~ eBlt:20027fEfe1 01 3ad%emi)
MTU 1500
Media 1000baseT <full-dpler»
Inout packets 73373055 (B4 KIB/T72 KB
Inout packets {pass)  T93/3055 (B4 KB/T72 B
Inouet pachets (block) 1204 [TRER/20E )
Inout emors (10
Collsiens 0



Certificat

Il vérifie 'authenticité des certificats, c’est la racine

System / Certificates / Authorities (-]
Authorities Certificates Revocation
Search term i | Both v

Enter a search string or *nix regular expression to search certificate names and distinguished names

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name In Use Actions

CA_galaxy-swiss2 v self-signed 3 CNs=internal-ca, C=FR o SEPCTH

Valid From: Wed, 17 Dec 2025 14:12:12 +0000
Valid Until: Sat, 15 Dec 2035 14:12:12 +0000

cs_certilab / Certificat pour l'interface d'administration webConfigurator
cs_extralab / Service Web Apache2 sur le serveur EXTRALAB

cs_proxylab / Service de reverse-proxy HA-Proxy.

System / Certificates / Certificates (2]
Authorities Certificates Revocation
Search term | | | Both ~

Enter a search string or *nix regular expression to search certificate names and distinguished names.

Certificates

Name Issuer Distinguished Name In Use Actions
GUI default self-signed D=pfSense GUI default Self-Signed Certificate, CN=pfSense-66d77e6b76620 ra 7.J-1 |
(66d77e6b76620)
Server Certificate
CA: No Valid From: Tue, 03 Sep 2024 21:23:55 +0000
) Valid Until: Mon, 06 Oct 2025 21:23:55 +0000
Server: Yes
CS_CERTILAB CA_galaxy- CN=CERTILAB.galexy.swiss2.lan, C=FR @ webConfigurator " #l O & C'
gif_,-rN(iemﬂcate swiss2 WValid From: Wed, 17 Dec 2025 14:12:53 +0000
’ Valid Until: Sat, 15 Dec 2035 14:12:53 +0000
Server: No
CS_EXTRALAB CA_galaxy- CN=EXTRALAB.galaxy-swiss2 lan, C=FR ) SEPECT
(L:.’;?;Iiemﬂ cais EieeZ Walid From: Wed, 17 Dec 2025 14:17:00 +0000
) Walid Until: Sat, 15 Dec 2035 14:17:00 +0000
Server: No
CS_PROXYLAB CA_galaxy- CN=PROXYLAB galaxy-swiss2.lan, C=FR €D SELECT
User Certificate swiss2
CA N Valid From: Wed, 17 Dec 2025 14:17:35 #0000
) Walid Until. Sat, 15 Dec 2035 14:17:35 +0000
Server: No

=+ Add/Sign
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